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Abstract—A theory of trust for a given system consists of a set
of rules that describe trust of agents in the system. In a certain
logical framework, the theory is generally established based on the
initial trust of agents in the security mechanisms of the system.
Such a theory provides a foundation for reasoning about agent
beliefs as well as security properties that the system may satisfy.
However, trust changes dynamically. When agents lose their trust
or gain new trust in a dynamic environment, the theory estab-
lished based on the initial trust of agents in the system must
be revised, otherwise it can no longer be used for any security
purpose. This paper investigates the factors influencing trust of
agents and discusses how to revise theories of trust in dynamic
environments. A methodology for revising and managing theories
of trust for multiagent systems is proposed. This methodology
includes a method for modeling trust changes, a method for
expressing theory changes, and a technique for obtaining a new
theory based on a given trust change. The proposed approach is
very general and can be applied to obtain an evolving theory of
trust for agent-based systems.

Index Terms—Belief logic, multiagent systems, secure systems,
theory revision, trust management.

I. INTRODUCTION

A. Motivation

Trust is an important issue for multiagent systems [9], [15],
[26], [39], which usually consist of a collection of agents that
interact with each other in dynamic environments. Trust issues
influence not only the specification of security policies but
also the techniques needed to manage and implement security
policies for systems. Indeed, every security system depends
upon trust in one form or another among agents of the system.
A very basic problem regarding security properties of a system
is whether a message received by an agent through the system is
reliable. The problem generally depends on trust-based security
mechanisms of a system and the trust that agents would put in
the mechanisms.

In a trust model proposed in [25], it is assumed that for
security considerations agents may not trust anyone initially but
the security mechanisms (as special agents) of a system whose
trustworthiness has been verified based on required evaluation
criteria. If there are no security mechanisms provided for a sys-
tem, agents have no beliefs regarding messages they received
through the system since they have no trust. In contrast, in a
general case, if there are some security mechanisms provided
for the system, agents would trust them. Thus, beliefs of agents
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can be obtained based on their initial trust in the security
mechanisms of the system. The initial trust or metabeliefs of
agents in the system can be encapsulated in a notion of trust
and represented as a set of rules (axioms) in a chosen logical
framework. These rules together with those of the logic form a
theory called a theory of trust (or a trust theory) for the system
[24]. Thus, a theory of trust for a given system consists of a set
of rules that specify the behavior (or functions) of the security
mechanisms of the system that agents trust. Once the theory is
established, it can be applied for reasoning about agent beliefs.

However, trust is the outcome of the observations of agents,
and it changes dynamically. When agents lose their trust or
gain new trust in a dynamic environment, the theory established
based on the initial trust of agents in the system must be revised,
otherwise it may no longer be valid and cannot therefore be
used for any security purpose [26]. In this paper, we discuss
how to revise a theory that has been established and how to
manage such a theory in dynamic environments. The motivation
of our work is to provide appropriate methods and techniques
for revising and managing theories of trust for multiagent
systems where the notion of trust is essential.

B. Related Work

New information technology services are increasingly being
applied in our daily life [9], [15], [39]. With services such
as electronic commerce, web-based access to information, and
interpersonal email, the common concern of users is their
trustworthiness. Trust is a key concept for agent-based systems.
It has been recognized as an important issue in communication
channels. There has therefore been a substantial interest in
the methods and techniques for specifying and managing trust
within systems. Recently, research in this area has mainly
focused on the following aspects.

1) Trust Concept (Definitions of Trust): Although the im-
portance of trust has been recognized, we still face those most
essential problems with it including what trust is and what
kind of trust relations we may need to formalize in a system.
Different forms of trust exist to address different types of
problems and mitigate risks in certain conditions. There have
been many definitions of trust proposed for addressing some
specific aspects, but there is no consensus as to what trust is.
For example, in a network security solution, Entrust White
Paper [11] points that there are two important forms of trust
that customers should understand, namely, 1) third-party trust
and 2) direct trust. Jones [18] identify two kinds of beliefs,
namely, 1) rule belief and 2) conformity belief. In their opinion,
the two kinds of beliefs form the core of the trusting attitude.
Many other definitions such as that of Grandison and Sloman
[15] address trust as a firm belief in the competence of an
agent to act dependably, securely, and reliably within a specified
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context. Research on the trust concept can also be found in
more recent works, for example, Marsh and Dibben [31], who
examine the need for addressing the concepts of trust, mistrust,
and distrust, and discuss how they are interrelated and how they
affect what goes on around us and within the systems we create.
Michalakopoulos and Fasli [34] look at the effects of trust and
its attributes and trust dispositions on individual agents and the
electronic market as a whole.

2) Trust Management: Blaze et al. [4] first identify the trust
management problem as a distinct and important component
of security for communication systems. They propose an ap-
proach to trust management based on a simple language to
specify trusted actions and trust relationships, and describe
a prototype implementation of a trust management system
called PolicyMaker that facilitates the development of security
features in a wide range of network services. Further dis-
cussions of trust management engines, including PolicyMaker
and KeyNote, have appeared in their continuing work [5], [6].
Trust management has widely been involved in a variety of
security applications, such as in open networks [2], and the
analysis of public key protocols [10], [17], [27], [32]. With trust
management, Winslett et al. [45]–[47] have made significant
contributions to automated trust establishment; they propose an
approach to automated trust negotiation and discuss the theo-
retical and systems issues that are raised by the approach. More
recently, Jøsang et al. [20] discuss various approaches related
to online activities, where trust is relevant and where there
is a potential for trust management. Ruohomaa and Kutvonen
[40] give a general overview of the state of the art, combined
with examples of aspects to take into consideration both when
modeling trust in general and when building a solution for a
certain phase in trust management in particular.

3) Trust Representation and Reasoning: How should we
specify trust and trust relations among agents in a system? How
can we reason about trust within a system? In order to answer
such questions, formal methods may need to be considered.
In fact, formal methods have successfully been applied for
describing and reasoning trust in secure digital communications
[24]. Several logics and approaches have been proposed for
describing multiagent systems, for example, the BAN logic
[7] and its extensions [8], [14], [44], inductive approach [37],
insurance logic [35], and axiomatic methods [24], [38]. These
logics can specifically be used in analyzing the security proper-
ties of communication systems [26]. Regarding trust represen-
tation and reasoning, we would also mention a recent paper by
Staab et al. [43], in which different issues on trust in comput-
ing are discussed.

However, not many papers are discussing the dynamics of
trust and how trust dynamics affect changes of a trust theory,
which provides a basis for reasoning about the security proper-
ties of a system. Jonker and Treur [19] propose two functions
to model the dynamic of trust, namely, 1) trust evolution
and 2) trust update, but they are not involved in systematic
discussions on theories of trust. In monitoring user behavior for
dynamic trust value updating, we refer the reader to the work of
Bhargava’s group at Purdue University. Bhargava and Lilien [3]
propose a trust-enhanced role-mapping server that cooperates
with role-based access control (RBAC) mechanisms to imple-
ment authorization based on evidence and trust, and Lu et al.

[28] provide a trust-based privacy preservation method used
for peer-to-peer data sharing. Liu et al. [26] point out that,
once agents lose their trust in the security mechanisms of a
system, the theory based on the initial trust of the system is no
longer valid and must be revised or not be used for any security
purpose. However, they do not discuss how to revise and
manage the theory in dynamic environments. In this paper, we
discuss a methodology for obtaining evolving theories of trust
for multiagent systems and provide an approach to managing a
theory in a dynamic environment once the theory is established.

C. Aims and Contributions

In this paper, we use typed modal logic (TML) [24] to specify
agent trust and beliefs. In TML, trust assumptions regarding a
system are encapsulated as a set of rules (trust axioms), which
form a theory of trust for the system. What we are mainly
concerned with is how to revise such a theory in dynamic
environments once the theory is established based on the initial
trust of agents.

There has been a large body of literature on studies of theory
revision in many areas, especially in the fields of artificial
intelligence (AI) and computer science [1], [12], [16]. General-
izations of theory revision have become known as base change
[33], [41]. In the view of base changes, revising a theory can
be usually conducted by defining the appropriate base change
operations. Theories of trust discussed in this paper can also
be regarded as theory bases. Such a theory is a “basic set”
describing metabeliefs of agents; therefore, revising a theory
of trust is in fact the revision of the base of the theory. Differing
from general studies of theory revision, we investigate methods
for modeling trust changes and the formalization of theory
changes, and provide an appropriate approach to managing
theories of trust for agent-based systems.

Similar to the work of Blaze et al. [4], we are concerned with
system trust rather than interpersonal trust. We investigate how
trust changes influence the theory changes and how to obtain a
new theory based on trust changes. The aims of this paper are
as follows:

• to investigate the factors that influence trust of agents;
• to develop methods and techniques for revising theories of

trust;
• to provide methods to manage such theories in dynamic

environments.
Focusing on the dynamics of trust, we first show how to

establish a theory of trust for a given system and then discuss
how we can revise such theories based on dynamic changes of
trust once they have been established. This paper extends our
previous papers [29], [30], where detailed discussions on our
methods and techniques are omitted due to space limitations
for conference papers.

The main contributions of this paper are as follows.
• We provide a method for modeling the dynamics of trust

within a system, which includes a technique for expressing
trust changes at a given trust state, and an abstract algo-
rithm for obtaining the new trust state from a given state
and a trust change.

• We propose a method for revising theories of trust for mul-
tiagent systems, which includes a technique to formalize
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theory changes, and an approach for obtaining the new
trust theory based on a given trust change.

• We also propose a framework for managing evolving
theories of trust in dynamic environments.

Those methods and techniques developed for modeling trust
changes, acquiring information to find a theory change, and
revising a theory based on trust changes are very general.
They could be used for any agent-based system where trust is
regarded as an essential element.

D. Structure of the Paper

In the next section, we introduce the concept of trust theory
and present a practical theory as an example to show how to
establish a trust theory for a given system. Section III discusses
the factors that may cause changes of agent trust in dynamic
environments and presents a method for modeling the dynamics
of trust. Section IV presents the methodology for revising
theories of trust. Section V proposes a framework for managing
a theory of trust. Section VI discusses degrees of trust by
extending the binary trust relationship. Section VII concludes
the paper.

II. THEORIES OF TRUST

We choose TML [24] to construct theories of trust for agent-
based systems. In this section, we first discuss the reason
why we choose TML to express agent beliefs and build trust
theories. An example is then given to show how to construct a
theory in this logic.

A. Rationale for TML

Reasoning about trust actually involves reasoning about be-
liefs. Therefore, a theory of trust may be based on a logic that
possesses the ability to represent beliefs. We need to answer the
question of what kind of logic can play the role. As Rangan [38]
points out, belief represents a disposition of an agent to a propo-
sition, so a logic of expressing propositional dispositions should
be able to specify the required relations between believers and
attitudes. Classical first-order logic cannot handle such relations
well. The modal logic approach is able to enhance propositional
and first-order logic with modal operators to represent agent
beliefs. Considering this fact, we choose TML [24] to express
agent beliefs and construct theories of trust for agent-based
systems.

TML is an extension of first-order logic with typed variables
and multiple modal operators to express agent beliefs. In TML,
one can express agent beliefs in a natural way. For example,
assume Alice believes that John believes that Bob has the key
k to open the room B where a document f1 is stored. She
also believes that John believes that anyone who has the key
k may read any document d stored in that room. In TML, this
assumption can be naturally formalized by

Balice(Bjohn Has(bob, k, roomB) ∧ IsStored(f1, roomB)) (1)

Balice(Bjohn (∀x ∀d (Has(x, k, roomB) ∧ IsStored(d, roomB)

→ MayRead(x, d)))). (2)

Here, the notation Ba(ϕ) means agent a believes that property
ϕ is true. In (2), variable x represents a person ranging over
the set of people that includes anyone in the world and d
represents a document ranging over the set of documents. In
other words, variables have types associated with them. From
(1) and (2), we have no difficulty to derive the following con-
clusion: Alice believes that John believes that Bob may read the
document f1, i.e.,

Balice (Bjohn MayRead(bob, f1)) . (3)

From this example, we have seen that these expressions regard-
ing agent beliefs and the reasoning process in TML are very
natural and precise.

We choose TML as the logical framework for the discussion
of trust within multiagent systems not only because of its
expressive power but also due to many situations of practical
interest, e.g., formalizing access control systems. In fact, any
authentication system depends on agent beliefs. A typical ex-
ample is as follows. Assuming that the customs follow a policy
stated as “Only those passengers who possess a valid passport
can get through the customs,” one may formalize it as a first-
order logic formula

RequestsPass(x, customs) → (GetThrough(x, customs)

↔ (Has(x, p) ∧ Valid(p))) (4)

where x represents a person and p represents a passport (true or
fake). Based on (4), it seems that no one can pass through the
customs with a fake passport. However, this is not the case in re-
ality. Whether one can be allowed to pass the customs depends
on whether the customs officer believes that the passenger’s
passport is valid. This indicates that the first-order logic may
not be expressive enough to be used for application where agent
beliefs are involved. Therefore, we adopt TML in our approach.
In TML, (4) could instead be expressed as

RequestsPass(x, customs) → (GetThrough(x, customs)

↔ Bofficer (Has(x, p) ∧ Valid(p))) . (5)

Noting that “an agent believes ϕ” does not mean “ϕ is really
true,” it is possible that an honest customs officer may allow a
person with a fake passport to pass through the customs or does
not allow one who possesses a true passport to get through the
customs due to the officer’s mistaken belief.

B. Secured Room—An Example Theory

Throughout the paper, we use italic lower case letters (sub-
scripted or nonsubscripted) to denote variables and regular font
letters (subscripted or nonsubscripted) and strings to denote
constants. It should be kept in mind that every variable is typed,
i.e., it ranges over a certain domain.

As mentioned before, a theory of trust for a given system
consists of a set of formulas (rules) that specify the behavior (or
functions) of the security mechanisms. Therefore, for reasoning
about agent beliefs, the key is to obtain such a theory. In the
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Fig. 1. Four locations with the secured room.

following, we show how to establish a theory of trust for a given
system based on TML through a simple example.

Suppose that there is a secured room of an organization. To
enter the room, one must first pass through the door d1 or d2

to get into the formal entrance, then pass through the door d3

to get into the corridor, and finally pass through the door d4 to
get into the room, as shown in Fig. 1. Doors d1, d2, d3, and
d4 are controlled by agents a1, a2, a3, and a4, respectively. The
methods of authentication adopted for doors d1, d2, d3, and d4

are assumed to be m1, m2, m3, and m4, respectively. Each agent
allows a person to pass through the door it controls only if the
agent believes that the identity of the person is authenticated by
the authentication method adopted for that door.

This is a multiagent authentication system. The organization
uses such security mechanisms to keep the room secure. This
in fact implies that the organization as well as all the agents
involved in the system would trust the security mechanisms of
the system. That is, in their view, the agents a1, a2, a3, and a4,
the authentication methods m1, m2, m3, and m4, and the
physical security environment (consisting of doors and walls),
denoted by pse, can be trusted. That is, agents in the system
must have an initial trust in the set of agents {a1, a2, a3, a4,
m1, m2, m3, m4, pse}.

As shown in Fig. 1, there are four disjoint locations divided
by doors and walls, namely, O (the outside), E (the formal
entrance), C (the corridor), and R (the secured room).

In order to establish a theory of trust for the system, we first
define three predicates as follows.

1) At (x, l, t): x is at location l at time t, where x represents
a person ranging over the set of agents, l represents a
location ranging over {O, E, C, R}, and t represents a
point in time ranging over the set of natural numbers.

2) RequestsToEnter(x, l): x requests to enter location l.
3) AuthenticatedBy(x,m): the identity of x is authenticated

by m, where m represents the authentication method
ranging over {m1, m2, m3, m4}.

Thus, we can have the following rules that describe the behav-
ioral (functional) properties of the authentication system, i.e.,

(I1) At(x, O, t) ∧ RequestsToEnter(x, E)

→ (At(x, E, t + 1) ↔ (Ba1 AuthenticatedBy(x, m1)

∨ Ba2 AuthenticatedBy(x, m2) ))

(I2) At(x, E, t) ∧ RequestsToEnter(x, C)

→ (At(x, C, t + 1) ↔ Ba3 AuthenticatedBy(x, m3))

(I3) At(x, C, t) ∧ RequestsToEnter(x,R)

→ (At(x,R, t + 1) ↔ Ba4 AuthenticatedBy(x, m4))

(I4) At(x, O, t) → At(x, O, t + 1) ∨ At(x, E, t + 1)

(I5) At(x, E, t) → At(x, E, t + 1)

∨ At(x, O, t + 1) ∨ At(x, C, t + 1)

(I6) At(x, C, t) → At(x, C, t + 1)

∨ At(x, E, t + 1) ∨ At(x,R, t + 1)

(I7) At(x, E, t) ∧ At(x, E, t + 1) ∧ At(x, E, t + 2)

→ At(x, O, t + 3)

(I8) At(x, C, t) ∧ At(x, C, t + 1) ∧ At(x, C, t + 2)

→ At(x, E, t + 3).

Here, variables x and t are assumed to be universally quantified
over agents and points in time, respectively. With a slight abuse
of notation, the term t + k refers to the kth successor of time t.

The first three rules specify the functions of agents a1, a2, a3,
and a4. The meanings of the three rules are easily understood.
For example, rule I1 says that if currently a person requests to
enter location E, then the person is at E at the next moment
in time if and only if agent a1 believes that the identity of the
person is authenticated by method m1 or agent a2 believes that
the identity of the person is authenticated by method m2. Rules
I4–I8 are used to specify the pse; their meanings are also easily
understood. However, we would point out that rules I7 and I8
are related to the security policy; they are applied to restrict that
no one can stay at the formal entrance or stay at the corridor for
more than three units of time. This means that if a request of
a person to pass through door d3 (respectively d4) is rejected,
the person must go back to the outside (respectively the formal
entrance) in three units of time.

Now, we have established a theory

T = {I1, I2, I3, I4, I5, I6, I7, I8}

for this authentication system. Since agents have trust in those
agents of the set {a1, a2, a3, a4, m1, m2, m3, m4, pse}, the the-
ory that describes trust can therefore be used for reasoning
about agent beliefs about the system. For instance, based on
the theory T, we can show that a person cannot get into the
formal entrance if neither agent a1 nor agent a2 believes that
the person’s identity is authenticated. The proof can be done as
follows. From the assumption that none of a1 and a2 believes
that the identity of a person, say x, is authenticated, by I1, if x
is currently at location O and requests to get into the entrance,
then at the next moment in time x cannot be at location E. Then,
by I4, x is still at O. Similarly, we can show that if none of the
agents a1, a2, a3, and a4 believes that the person’s identity is
authenticated, then the person can never enter the secured room.

This example has shown a whole procedure of establishing a
theory of trust for a given system. This procedure involves the
following steps.

1) Analyzing the system to identify trusted agents in it and
finding what kind of trust is involved in the system.

2) Defining appropriate predicates used to express agent
beliefs.
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3) Defining rules that describe functions (behavior) of the
trusted agents.

We must carefully deal with all these steps. Correctly identify-
ing trusted agents is the basis for constructing a valid theory for
the system. Defining appropriate predicates would be helpful to
simplify the procedure of constructing the theory so that the
theory developed would easily be understood. In step 3, we
need to check the consistency of those rules contained in the
theory for obtaining a valid theory for the system.

The soundness of a theory of trust is an important issue that
we must consider in the process of establishing the theory.
An inconsistent theory or unsound theory is useless. In order
to guarantee a sound theory, a simple way is to check every
rule to make sure that it is consistent with those rules that
have been in the theory. Completeness for a theory of trust
is also an important issue. It is involved in the analysis of
security requirements and trust relationships among agents.
Since our focus is on the methods and techniques for revising
and managing theories of trust, we do not attempt to discuss
these issues in detail in this paper.

III. DYNAMICS OF TRUST

The dynamics of trust directly affect a theory of trust. Trust
changes will play an important role in the revision of theories
of trust. In this section, we discuss properties of trust and the
factors that influence trust of agents, and present a method for
modeling trust changes.

A. Properties of Trust

The notion of trust is fundamental for understanding the in-
teractions between agents such as human beings, machines, or-
ganizations, and other entities [15], [25]. Linguistically, “trust”
is closely related to “truth” and “faithfulness,” with a usual
dictionary meaning of “assured reliance on the character, the
integrity, justice, etc., of a person or something in which one
places confidence.” Hence, in common English usage, trust is
what one places his confidence in or expects to be truthful.

Modern communication usually involves computer systems.
A computer system can be regarded as an interconnection of
people, hardware, and software, together with their external
connections. We view a secure communication environment
(e.g., the Internet) as a large complex system consisting of a
number of agents, i.e., entities who are involved in the system.
Agents need to trust others in certain aspects if they have con-
fidence that such interaction will lead to a desirable outcome.
For instance, assume that a data service (DS) system trusts an
authentication server (AS) to verify the ID claim of any user
who wants to access DS, then DS may believe “Alice is a legal
user” if it knows AS says this. In a formal discussion of trust
and beliefs for multiagent systems, we observe the following
features within the notion of trust [11], [15], [25].

• Trust is not static. The trust of an agent can change
dynamically. For example, for the last 2 months John trusts
agent Bob, but this morning John found that Bob lied to
him, hence John no longer trusts Bob.

• There is no full trust. In general, we say agent x fully trusts
agent y, which means that x believes everything that y

says. However, in most cases, this is impossible—an agent
cannot trust all the statements provided by another agent.
That is, a limited trust model should be applied, i.e., the
statement “agent x trusts y” is usually regarded as “x trusts
y only on some topics.” For example, with the secured
room, we say that the manager and his employees trust
agents a1, a2, a3, and a4. In fact, the assumption is that the
manager and his employees trust agents a1, a2, a3, and a4

only on authenticating the identity of a person. This means
that they may only believe that agents a1, a2, a3, and a4

have the ability to do so and are reliable in authenticating
the identity of a person.

• Trust relations lack the properties of transitivity and sym-
metry. That is, we cannot derive the conclusion “x1 trusts
x3” from “x1 trusts x2” and “x2 trusts x3.” and cannot
assert that we should have “y trusts x” from “x trusts y.”

Trust depends on many factors, including experiences of
agents. It is clear that there are many different types of trust,
which are related to specific purposes or nature of a trust
relationship. However, in any case, the above properties could
be true and reflect the reason why trust changes dynamically.

B. Modeling the Dynamics of Trust

The theory of trust for a given system is built based on the
initial trust of agents in the security mechanisms of the system
or the initial trust state. However, in a dynamic environment, an
agent may lose its trust or gain new trust to some degree at any
time through its interaction with others and by the outcome of a
series of confirming observations. Once there are some changes
to the trust of agents in the security mechanisms of the system,
the theory established based on the initial trust state will no
longer be valid. Therefore, in considering theory revision, we
first need a method for modeling the dynamics of trust and a
technique for expressing trust changes.

Trust change comes from various reasons and depends on
many factors. Any event related to these factors may cause
agents to lose or gain trust in other agents. Considering the
dynamic environment where a system runs, we list several
major factors that influence trust of agents within the system
as follows:

• modification or a change of the security policy for the
system;

• adopting new mechanisms instead of the old ones to
enforce a policy;

• movement of employees involved in the system;
• interactions among agents;
• accidents occurring within the system.

These factors directly lead to changes of agent trust. For exam-
ple, with the secured room discussed in the previous section, if
it was found that there was a hole on the ceiling of the room
through which one may enter the room, then agents may lose
their trust in the pse. In many practical application domains,
increasing or decreasing trust degree is an important reason to
the change of an agent’s decision in the process of decision
making. For example, when an agent x trusts agent y at the
rate 0.8 (with his previous experience), he may still do business
with y, but once, due to some reason, the trust degree is de-
creased to 0.5, he may immediately stop this business.
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In this paper, we do not consider trust degrees in the re-
finement form where trust degree can be rated as any number
between 0 and 1. For simplifying our discussion, we consider
a binary-valued trust relation between agents, for which there
are only two trust values, i.e., trust (which may be rated as 1)
or no trust (which may be rated as 0). That is, a trust relation is
a binary relation over a set of agents. It consists of a collection
of pairs of agents such that a pair (x, y) is in the relation if
and only if agent x has trust in y. With binary trust, whether
an agent trusts another agent can simply be determined based
on their roles and relationship, e.g., Bob is Alice’s supervisor,
then, at the initial time, the degree of Alice’s trust in Bob is
set to 1, that is, Alice trusts Bob. However if, at some time later,
Alice finds that Bob cheated her, then the degree of Alice’s trust
in Bob becomes 0, then Alice does not trust Bob. In general,
determining a degree of trust depends on the agents’ experience
and their contact.

Given a system, let Ω be the set of agents involved in the
system (e.g., users, operators, managers, designers) and Θ be
a binary relation over Ω. We call S = (Ω,Θ) a trust state of
the system.

Trust change in a given trust state S contains two cases,
namely, 1) agents lose their trust in some agents and 2) agents
gain new trust in some agents (e.g., a new security mechanism
is adopted and agents would trust it). Thus, intuitively, we view
a trust change to trust state S as consisting of two classes of
operations, namely, 1) deleting a relation (x, y) from S and
2) adding a relation (x, y) to S. Therefore, we express a trust
change to state S as sets of agents in which one set contains all
relations of the form (x, y) that will be added to state S and the
other set contains all relations of the form (x, y) that will be
deleted from S. Formally, we say that δ = (IN, OUT) is a trust
change to state S = (Ω,Θ) if IN and OUT satisfy the following
conditions: 1) OUT ⊆ Θ, and 2) IN ∩ Θ = ∅. IN and OUT are
called the in set and out set of this change, respectively.For
simplifying the discussion, we assume that the set of agents
Ω is static. Therefore, from state S = (Ω,Θ) and change δ =
(IN, OUT), we have the new trust state S′ = (Ω,Θ′), where Θ′

is obtained by

Θ′ = Θ ∪ IN − OUT

where “−” is the “difference” operation on sets.
The above formula in fact provides an abstract algorithm by

which the new trust state can be computed from a given state
and a trust change to it.

IV. TRUST THEORY REVISION

As previously mentioned, a theory of trust for a given system
is usually established based on the initial trust state in the
system. The theory usually consists of a set of rules that
describe the trust of agents in the set of security mechanisms
(special agents) at the initial state. For example, in the example
of a secured room in Section II, the theory

T = {I1, I2, I3, I4, I5, I6, I7, I8}

is established based on the initial trust of agents in the set of
agents {a1, a2, a3, a4, m1, m2, m3, m4, pse}. Each rule is related

Fig. 2. Relationships between trust states, trust change, and theory change.

to (the specification of the behavior or functions of) one or
more agents. In other words, each rule describes the behavior or
functions of one or more agents that other agents would trust.
For example, rule I1 is related to agents a1, a2, m1, and m2, and
rule I2 is related to a3 and m3. To emphasize this fact in the
theory, we refer to I1 as I1(a1, a2, m1, m2) and I2 as I2(a3, m3).
Therefore, we have the theory

T = {I1(a1, a2, m1, m2), I2(a3, m3), I3(a4, m4)

I4(pse), I5(pse), I6(pse), I7(pse), I8(pse)} .

In general, we assume that a theory T describes trust of
agents at the current trust state S. A trust change, say δ, causes
a transition from the current trust state S to the new trust state
S′. In this case, theory T must be changed corresponding to the
trust change δ. We denote this theory change by σ. Thus, at the
new (or next) trust state S′, we shall have a new theory T′ that
describes the trust of agents at the new state S′. Fig. 2 illustrates
the relationships among trust state, trust change, trust theory,
and theory change.

Thus, there are three questions we need to answer. They are
as follows.

1) How to express a theory change?
2) How to find the theory change corresponding to a trust

change at a given state?
3) How to obtain the new theory from an existing theory and

the theory change to it?

In this section, we discuss the methods and techniques to solve
these problems and give answers to them.

A. Theory Change

A theory change to a given theory, say T, can be viewed
as consisting of two types of activities, namely, 1) adding a
formula to T and 2) retracting a formula from T. Therefore, we
define theory change as a sequence of formulas with the sign
⊕ or ©R . If ⊕ϕ is in the sequence, then the change contains
the activity of “adding ϕ to T.” Similarly, if ©R ϕ is in the
sequence, then the change contains the activity of “retracting ϕ
from T.”

Formally, we say that σ = 〈∗1ϕ1, . . . , ∗nϕn〉 is a theory
change to a given theory T, where each ∗i is ⊕ or ©R , ϕ1, . . .,
and ϕn are formulas, and if ∗i is ©R , then ϕi must belong
to T, and if ∗i is ⊕, then ∗i must not be in T. Signs ⊕ and
©R are regarded as the operations “addition” and “retraction,”
respectively, in theory revision. Given a theory T and a formula
ϕ, we say that T′ adds the formula ϕ to T, written T′ = T ⊕ ϕ,
iff T �� ϕ and T′ � ϕ; T′ retracts the formula ϕ from T, written
T′ = T©R ϕ, iff T �� ϕ and T′ �� ϕ.
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B. Computation of a Theory Change

Let H= {x∈ Ω|There exists a rule r∈ T, r =r(. . . , x, . . .)}
be the set of trusted agents. It is obvious that all agents in H are
trusted at state S = (Ω,Θ). Assume δ = (IN, OUT) is a trust
change to S. Noting that the theory T at state S consists of all the
rules that are related to (specifying the behavior of) the agents
in H, the corresponding theory change σ to T can be obtained
by the following.

• For any x ∈ H, if there exists a pair (y, x) ∈ OUT, in-
dicating that agent x is no longer trusted by agent y,
then we must delete x from H. Thus, if there is a rule
r = r(. . . , x, . . .), then ©R r is added to σ, i.e., r will be re-
tracted from T. However, at the same time, we may need to
add some formulas to T due to the retraction of r until there
are no conflicts between the rules. Case 1 of the example
we give in Section IV-D shows how retraction works. The
procedure for obtaining theory change σ should follow the
minimized belief revision principles [41] that provide a
guideline for generating new formulas due to the retraction
of a formula.

• For any agent x, x /∈ H, but (y, x) ∈ IN for all y ∈ Ω, we
add x to H since this fact means that all agents have trust
in x although it does not belong to H at state S. Thus, there
must be some rule(s) to specify the behavior of x. If r =
r(. . . , x, . . .) is such a rule, we add ⊕r to σ, i.e., r will
be added to T. In this case, similarly, at the same time, we
may need to retract some rules due to the addition of r
until there are no conflicts between the rules.

With the method declared above, we can mechanically obtain
theory change to a theory from a trust change to the state at
which the theory holds.

C. Obtaining the New Theory

Let σ = 〈∗1ϕ1, . . . , ∗nϕn〉 be a theory change to the given
theory T, where ∗i is ⊕ or ©R . Then, the new theory can be
obtained by T′ = (. . . ((T ∗1 ϕ1) ∗2 ϕ2) . . .) ∗n ϕn. Without
confusion, we simply denote the new theory as

T′ = T ∗1 ϕ1 ∗2 ϕ2 . . . ∗n ϕn.

For example, suppose we have T = {p ∨ q → r, r → s} and
σ = 〈⊕p, ©R (r → s),⊕s〉 is a theory change, then the new
theory T′ = T ⊕ p©R (r → s) ⊕ s.

Having the preceding expression to express the new theory,
we now need to know how to perform the operations T ⊕ ϕ
and T©R ϕ for the theory T and the formula ϕ. We adopt the
techniques applied for minimizing belief change proposed by
Schulte [41]. These techniques can be summarized as follows.

• T ⊕ ϕ: the revision of T by adding formula ϕ can proceed
in two steps. First, remove from T all formulas inconsistent
with ϕ to obtain a theory T′, and then add ϕ to T′.

• T©R ϕ: the revision of T by retracting formula ϕ can
proceed in this way: take out formulas from T to get T′

such that T′ �� ϕ, and T′ is exactly the subset of T that
cannot be expanded without entailing ϕ.

Two fundamental issues in theory revision are 1) how to decide
which formula(s) to retract in order to maintain consistency

and 2) how to avoid adding a new formula to a theory that
would make it inconsistent. We have said that in constructing a
theory of trust we have to check the consistency of the theory. In
revising a theory of trust, we also need to verify the consistency
of a new theory in any step when retracting or adding a formula.

D. Theory Revision Examples

Recall the example theory given in Section II. Based on the
initial trust of agents in the system, we have the trust theory
T = {I1, I2, I3, I4, I5, I6, I7, I8}. Let T0 = T, and the initial trust
state be S0. Then, T0 is the theory that specifies trust of agents
in the set of security mechanisms of the system, i.e., H0 =
{a1, a2, a3, a4, m1, m2, m3, m4, pse} at trust state S0.

Case 1: Assume that in a security assessment conducted
recently it is found that the authentication method m2 is not
reliable, hence the organization replaces it by m1. Thus, m2 is
deleted from H0, and we therefore have a theory change σ0 =
〈©R I1〉. However, after retracting I1 from T0, we have to add
the following formula to it. This formula is exactly like formula
I1 except that method m2 is replaced by method m1, i.e.,

(I9) At(x, O, t) ∧ RequestsToEnter(x, E)

→ (At(x, E, t + 1)↔(Ba1AuthenticatedBy(x, m1)

∨ Ba2AuthenticatedBy(x, m1))).

Therefore, we have the new theory T1 = {I2, I3, I4, I5, I6, I7,
I8, I9}, and T1 is based on the new trust state S1, where
H1 = {a1, a2, a3, a4, m1, m3, m4, pse}.

Case 2: The second revision of this theory is made when the
organization changes the security policy regarding access of the
secured room as follows. People are free to enter the formal
entrance, but anyone who wants to enter the secured room must
pass through doors d3 and d4, which are still controlled by
agents a3 and a4, respectively, using authentication methods m3

and m4.
Due to this change, a1, a2, and m1 are no longer part of

the security mechanisms for the authentication system; agents
therefore have no trust in them now. Thus, a1, a2, and m1 will
be deleted from H1. Therefore, at the new trust state, the set
of mechanisms that agents trust is H2 = {a3, a4, m3, m4, pse}.
We also have to note that the function of the agent pse changes
a bit since there is no need to distinguish between locations E
and O. The new location E consists of old locations O and E.
Corresponding to this trust change, there is a need to retract
rules I9, I4, and I7 from T1 and to add a new rule to T1 as

(I10) At(x, E, t) → At(x, E, t + 1) ∨ At(x, C, t + 1).

Therefore, we have the theory change σ = 〈©R I9, ©R I4, ©R I7,
⊕I10〉 and the new theory T2 = T1©R I9©R I4©R I7 ⊕ I10; noting
that before adding I10 to T1 we need to retract I5 from it. Thus,
we obtain the new theory T2 = {I2, I3, I6, I8, I10}.

Case 3: Furthermore, in a risk-assessment process, the or-
ganization has noted that there is a problem with door d4

(assuming that agent a4 is a card reader): one who does not
have a valid card may enter the secured room when the door
d4 is open for others. The organization would improve the
authentication system by assuring that only one person can get
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into the room at any time when door d4 is open. To solve this
problem, there is a need to add a new security mechanism to
check whether the corridor is empty before letting a person pass
through door d3. We assume that agent a5 will play this role.
Therefore, the third revision of the theory arises. At this time,
a5 is added to H2, and we have a theory change σ = 〈⊕I11〉,
where I11 is

(I11) At(x, E, t) ∧ RequestToEnter(x, C) → (At(x, C, t + 1)

↔ (Ba5 Empty(C, t) ∧ Ba3 AuthenticatedBy(x, m3)))

where Ba5 Empty(C, t) means that agent a5 believes that the
corridor C is empty at time t. For adding I11 to T2, we have
to retract rule I2 from T2. Therefore, we obtain the new theory
T3 = {I3, I6, I8, I10, I11}, which is based on the new trust state
S3, where H3 = {a3, a4, a5, m3, m4, pse}.

This example has shown us how to obtain an evolving theory
of trust based on the analysis of the dynamics of trust.

V. THEORY MANAGEMENT

Blaze et al. [4] propose an approach to trust management,
which is based on a simple language for specifying trusted
actions and trust relationships. In their approach, policies,
credentials, and trust relationships are expressed as programs
(or parts of programs) in a “safe” programming language. The
advantage of this approach is that it is flexible and allows the
system designer to separate security mechanism from policy.
However, the approach does not involve strategies to deal with
trust changes in dynamic environments.

In our approach, we consider trust theory as a basis for trust
management in agent-based systems. The security of the system
is based on how the trust theory works in a real situation. If the
environment changes, then we only need to modify the theory
of trust based on trust changes of agents.

From Section IV, our framework for managing a theory of
trust can be formulated as follows. Let T be a theory of trust
based on a trust state S, where H is the set of trusted agents.
It is obvious that H should contain all those agents who have
at least one formula in T that is related to them. Thus, if there
are no trust changes to the trust state S, then there is no need
to revise theory T. If there is a trust change δ to S, the revision
process must be performed as follows.

• Based on the trust change δ, identify those agents who
belong to H but are no longer trusted by one or more agents
belonging to H and those agents who are not in H but
trust all agents in H and are trusted by all agents belonging
to H.

• Compute the theory change σ that corresponds to the trust
change δ.

• Obtain the new theory T′ from T and σ by using revision
operations.

Because systems change and evolve, there is a need to moni-
tor trust relationships to determine whether the criteria (policy)
on which they are based still apply and whether the security
mechanisms can still satisfy security requirements. This could

involve a process of keeping track of the activities of trusted
agents. Its purpose is to determine the following:

• whether the trusted agents can still be trusted when the
environment changes;

• whether there is any new trust that agents have gained,
which is not specified in the current theory.

Trust management is therefore concerned with collecting
information to make such decisions, evaluating the criteria
related to trust relationships, looking at whether there are some
trust changes, and whether we need to make any changes to the
theory of trust that we are currently using.

VI. THEORY OF TRUST WITH DEGREES OF TRUST

The proposed methodology for revising and analyzing the-
ories of trust is based on the binary-valued model, which has
only two different trust degrees, namely, 1) 1 (trust) and 2) 0
(no trust). The advantage of using this model is that we do not
need to assign or compute a value for each trust element among
agents of a system, so theory revision can be easily handled. In
the binary-valued model, it seems that we have only absolute
“trust” or absolute “no trust.” However, in some applications,
we need to consider other models, for which trust degree can
be any number between 0 and 1. Therefore, a possible extension
of the work presented in this paper is that we consider revision
of trust theories based on trust degrees with a refinement form.
Now, we outline the general idea below.

Given a system, we redefine the trust relation of a trust state
S = (Ω,Θ) by

Θ = {(x, y, d)|x, y ∈ Ω ∧ 0 ≤ d ≤ 1}

where Ω is the set of agents involved in the system, d is the
trust degree, (x, y, d) is read as “x trusts y at the rate d,” and if
(x, y, d) ∈ Θ and (x, y, d′) ∈ Θ, then d = d′.

For the given system, we assume that there is a number
(i.e., a constant), say T(0 ≤ t ≤ 1), which is chosen as a trust
threshold based on its security requirements. Therefore, we can
partition the trust state Θ into two sets (Θu and Θl) such that

Θu = {(x, y, d)|x, y ∈ Ω ∧ t ≤ d ≤ 1}
Θl = {(x, y, d)|x, y ∈ Ω ∧ 0 ≤ d < t} .

It is obvious that we have Θ = Θu ∪ Θl and Θu ∩ Θl = ∅.
Thus, for any x, y ∈ Ω, there is a unique d such that (x, y, d) is
in Θu or in Θl. The trust theory at state S describes the trust of
agents in those agents who belong to the set H = {y|(x, y, d) ∈
Θu for all x ∈ Ω}; we called H the most trusted agent set at
the trust state S. A trust change consists of two classes of
operations, namely, 1) deleting a relation (x, y, d) from a trust
state and 2) adding a relation (x, y, d) to the state. We define a
trust change δ to the state S as a set of pairs having the form
[(x, y, d), (x, y, d′)] or [−, (x, y, d)]. [(x, y, d), (x, y, d′)] ∈ δ
means that currently (x, y, d) ∈ Θ, whereas x loses or gains
his trust to the degree d′. In this case, we first need to delete
(x, y, d) from Θ and then add (x, y, d′) to Θ; if [−, (x, y, d)] ∈
δ, then there is no d′ such that (x, y, d′) ∈ Θ, (x, y, d) will
directly be added to Θ. Repeating the process to all elements
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in δ, we can obtain the new trust relation Θ′ from Θ as well as
the trust change.

We now consider how to find the theory change correspond-
ing to a trust change when there is a trust change δ to state S. As-
sume that T is the trust theory at state S, then the algorithm for
computing a theory change σ to T can be described as follows.
Initially, let σ = 〈〉. Then, for any pair [(x, y, d), (x, y, d′)] in δ,
if y ∈ H, whereas d′ < T and ϕ is a formula related to agent y,
©R ϕ is added to σ. Furthermore, for all x ∈ Ω, if there is a pair

[−, (x, y, d)] ∈ δ and d ≥ T, and y /∈ H at state S, then ⊕ϕ is
added to σ if ϕ specifies the function of y. Finding the theory
change is in fact involved in decision making on whether there
is a need for revising the current theory.

Once the theory change to a theory of trust is computed, the
new theory can be obtained in the same way as it is proposed
in Section IV. With the new model of degrees of trust value, we
need to employ some new methods and techniques for timely
updating the trust of agents. We suggest that the trust evolution
and update functions proposed by Jonker and Treur [19] may
be a good candidate, and various trust update algorithms [21]
could also be considered for this purpose.

We also note that, with this model, the trust threshold of
a given system is an important parameter, which provides a
standard to decide whether a theory needs to be revised in a
given trust state. Therefore, the following aspects need to be
considered when we study trust theories with degrees of trust.

1) How to obtain the trust threshold for a given system. Dif-
ferent trust thresholds may lead to different trust theories
and different revision processes.

2) Systems run in dynamic environments, the dynamic trust
may also influence the trust threshold of a system. There-
fore, we may also need to consider how the dynamic
change of the trust threshold influences the revision of
the theory we have established based on the initial trust
of agents.

VII. CONCLUSION AND FUTURE WORK

We have proposed a formal approach to revising a theory
of trust, which includes techniques for modeling trust changes
and theory changes, a method for computing the new trust
state from the old one and its change, and a method to obtain
the theory change corresponding to a given trust change. Our
approach is very general, and all these methods and techniques
could be useful in the specification and management of trust for
any system with communicating agents.

Trust and trust management are important issues for se-
cure systems. In fact, every successful e-government and
e-commerce project is a case example in building trust between
agents. Like that of Blaze et al. [4], we focus on system
trust rather than interpersonal trust. As discussed in the pre-
vious section, our approach can be extended by considering
degrees of trust in a refined form for a variety of different
applications.

With base change, revising a theory can usually be conducted
by defining appropriate base change operations. As we previ-
ously mentioned, revising a theory of trust is in fact the revision
of the base of the theory. Therefore, many existing methods and
techniques for belief revision could be helpful and are suitable

for revision of theories of trust. We plan to investigate a variety
of belief revision techniques that can be applied for revision of
trust theories. The controlled revision approach of Gabbay et al.
[13] may be particularly useful in this investigation.

It has been agreed that any logical system modeling active
agent should be a combined system of logics of knowledge,
belief, time, and norms. Investigating new techniques for com-
bining logics, studying the properties of combined logics, and
evaluating the expressive power and computational aspects of
these new logic systems with respect to practical applications
are a challenging work. Trust changes dynamically. To express
the dynamics of trust and establish evolving theories of trust
for agent-based systems, introducing a temporal dimension into
traditional logic is needed. As a future work, we may consider
combined logics of belief and time, on which trust theories can
be based, and developing new reasoning techniques for these
new logic systems applied in our research on theories of trust
and theory revision [26].

Future work would also involve the following aspects.
• Based on the framework presented in this paper, we will

attempt to capture all the evolutionary aspects of trust in
dynamic environments, together with the study of proper-
ties and related analysis techniques based on different trust
models.

• We will investigate ways for expressing and studying the
security properties of systems based on evolving theories
of trust.

• We will also consider implementation of the automation
process for theory revision. Such an implementation may
include an automatic or a semiautomatic collection of
information about trust changes and automatic production
of theory changes.

• We may also study the soundness and completeness of a
theory of trust.
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